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Abstract: The digitization of electronic medical records (EMRs) has revolutionized healthcare 

delivery globally. However, alongside efficiency and accessibility, EMRs pose increasing risks 

due to cybercrime. Sensitive health data is now vulnerable to unauthorized access, requiring 

not only technological safeguards but also a strong legal framework. This literature review 

aims to map existing academic discussions and research findings on the legal protection of 

EMRs, with a focus on patients' rights to privacy and the legal obligations of healthcare 

providers. Through a systematic analysis of international and Indonesian literature published 

over the last five years, this study identifies trends, regulatory gaps, and conceptual frameworks 

that inform the evolving intersection of law, technology, and health data governance. The 

findings reveal fragmented regulatory responses and a need for integrative legal models to 

address cyber threats in the health sector. Recommendations include cross-disciplinary legal 

reform, improved cybersecurity standards, and enhanced legal literacy for medical 

professionals. 
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INTRODUCTION  

The digital revolution in healthcare is reshaping how medical information is collected, 

stored, accessed, and utilized M. Zimoń and R. Kasprzyk. (2021)  D. Dhingra and A. Dabas. 

(2020). V. Popa et al., (2024). Among the most transformative tools in this transition is the 

Electronic Medical Record (EMR) N. Amalia, M. Z. Azhri, A. Rosarini, D. R. Wijayanti, and 

M. A. Riestiyowati, (2021), which enables seamless, real-time, and longitudinal tracking of 

patient data. The adoption of EMRs has brought numerous benefits, such as improved 

coordination of care, enhanced diagnostic accuracy, streamlined workflows, and better patient 

outcomes. By facilitating interoperability between healthcare providers, EMRs are also playing 

a pivotal role in promoting integrated health systems and data-driven public health strategies. 
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However, alongside these benefits lie serious risks. The increasing digitization of 

sensitive health information has made healthcare systems attractive targets for malicious cyber 

actors. In recent years, the frequency and severity of cybercrime incidents in the health sector 

have escalated at an alarming rate A. Rollins. (2016) S. Monteith, T. Glenn, J. R. Geddes. 

(2024). C. Santos. (2020). Hospitals and medical institutions have become primary targets for 

ransomware attacks, data theft, phishing scams, and unauthorized access to medical records J. 

Li and M. J. Shaw. (2012).   

Indonesia has not been immune to this trend Y. K. WINDI. (2018).  Several cases of 

data breaches involving healthcare institutions and national health systems have highlighted 

the country's inadequate preparedness to face growing cybercrime threats A. Wirth. (2011). 

Weak digital infrastructure, limited cybersecurity protocols, and fragmented legal protections 

contribute to the vulnerability of electronic health information. These incidents underscore the 

urgent need for stronger legal frameworks to ensure the security, confidentiality, and integrity 

of EMRs. 

This situation reveals a critical phenomenon gap. While technological innovation in 

healthcare is progressing rapidly, the legal and regulatory environment has not evolved at the 

same pace. The rise of cybercrime  has exposed serious shortcomings in existing laws and 

institutional capacities, particularly with respect to data protection, breach notification, and the 

accountability of service providers A. Rollins. (2016) S. Monteith, T. Glenn, J. R. Geddes. 

(2024), A. Wirth. (2011). S. Ghosh and E. Turrini. (2010). R. G. Smith. (2015). Legal 

instruments tailored to the specific needs of the digital health ecosystem -particularly those 

governing EMRs- are often absent or inconsistently implemented. 

Parallel to the phenomenon gap, a clear research gap also emerges. Although 

cybercrime in the healthcare sector has become a growing concern S. Monteith, T. Glenn, J. R. 

Geddes. (2024). C. Santos. (2020) Hassan Samkari and Adnan Gutub, (2015), most academic 

studies on EMRs tend to focus on technical design, data management efficiency, or clinical 

outcomes. There is relatively little research examining the legal and ethical dimensions of 

EMRs, especially in the context of data security, patient consent, and the liability of healthcare 

professionals and institutions. The interdisciplinary nature of these challenges—where law 

intersects with information systems, ethics, and public health—demands scholarly attention 

that bridges these domains. 

This leads to the central research problem of this review: How does existing academic 

literature address the adequacy and limitations of legal protection for EMRs, particularly in 

safeguarding patient privacy and clarifying the responsibilities of healthcare professionals amid 

growing cybercrime threats? 

The purpose of this study is to conduct a structured literature review that maps and 

synthesizes academic discourse on the legal dimensions of EMRs. This includes examining 

legal frameworks, identifying thematic concerns such as privacy rights and informed consent, 

evaluating the responsibilities of healthcare actors, and highlighting policy recommendations 

that can help address vulnerabilities in the current system. 

The novelty of this article lies in its integrative and analytical approach. Unlike 

normative legal discussions that typically center on specific doctrines or case law, this review 

draws on a wide range of interdisciplinary sources to explore how legal scholarship is 

responding to the challenges of cybercrime in healthcare. By doing so, it offers a broader 

understanding of the evolving legal landscape surrounding EMRs, particularly within the 

Indonesian context, and contributes to the global conversation on digital health governance. 

The study also provides actionable insights for legal scholars, policymakers, and health 

practitioners seeking to strengthen legal infrastructure and data protection mechanisms in the 

age of digital medicine. 
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LITERATURE REVIEW 

This section presents a synthesis of existing literature thematically grouped into four 

key domains.  First, legal and regulatory frameworks for EMRs. Second, patients’ privacy 

rights and ethical concerns. Third, healthcare providers’ legal responsibilities, and last, 

cybercrime risks and systemic vulnerabilities in digital healthcare. 

 

Legal and Regulatory Frameworks 

Scholars widely acknowledge that legal and regulatory frameworks governing EMRs 

remain underdeveloped in many countries, particularly in low- and middle-income nations. 

Several studiesc M. K. Hossain, J. Sutanto, P. W. Handayani, A. A. Haryanto, J. Bhowmik, 

and V. Frings-Hessami. (2025). C. George and B. Berčič. (2009), (e.g., Hossain et al., 2025; 

Nurhayati et al., 2024) stress that current legal mechanisms lack clarity regarding data 

ownership, cross-border data transfer, and sector-specific cybersecurity obligations. In 

Indonesia, the Personal Data Protection Law (UU PDP 2022) introduces general data protection 

principles but does not elaborate on obligations tailored to healthcare settings . 

Comparative literature highlights the importance of sector-specific instruments such as 

the Health Insurance Portability and Accountability Act (HIPAA) in the United States J. N. 

Weiss. (2023) and the General Data Protection Regulation (GDPR) in the European Union B. 

Yuan and J. Li. (2019). These laws are praised for their enforcement mechanisms, defined data 

controller responsibilities, and provisions for data breach notification.  

Scholars argue that Indonesia could benefit from adapting similar principles, 

particularly by specifying roles for hospitals and healthcare professionals as data controllers or 

processors under domestic law N. Amalia, M. Z. Azhri, A. Rosarini, D. R. Wijayanti, and M. 

A. Riestiyowati, (2021) M. K. Hossain, J. Sutanto, P. W. Handayani, A. A. Haryanto, J. 

Bhowmik, and V. Frings-Hessami. (2025). M. Sumarto and A. Kaasch, (2018). A. Booth, R. 

M. Purnagunawan (2019).  

Studies also suggest the need for integrated regulatory approaches that combine health 

law, information technology law, and consumer protection C. George and B. Berčič (2009), P. 

S. C. MZ and R. Sidi. (2025), V. Janarthanan, N. V Nagrale, O. G. Singh, K. V Raj. (2024). 

This integration is necessary because EMRs do not merely represent a medical issue but rather 

intersect with digital identity, security governance, and public trust. 

 

Patients’ Privacy Rights and Ethical Concerns 

Privacy emerges as one of the most discussed issues in the literature on EMRs. 

Researchers assert that EMRs carry the potential to infringe on patient autonomy when not 

governed by explicit consent and access protocols S. Thakral and A. Vaish. (2022). Informed 

consent is no longer a one-time agreement; in digital systems, it must be continuous and 

granular—allowing patients to understand, restrict, or withdraw access to their data. 

Ethical concerns also surface regarding the secondary use of EMRs for research, 

insurance, or commercial purposes P. S. C. MZ and R. Sidi. (2025). V. Janarthanan, N. V 

Nagrale, O. G. Singh, K. V Raj. (2024). S. John, N. Ravichandran, and M. F. Khan. (2018). 

Some scholars criticize vague regulations that allow data anonymization as a loophole to 

bypass consent requirements. Others raise concerns about inequality in digital literacy, which 

may disproportionately impact marginalized groups who are less able to navigate consent 

mechanisms or comprehend privacy notices. 

In this context, literature calls for legal empowerment strategies, where patients are not 

only informed about their rights but also supported through accessible grievance mechanisms. 

Regulatory frameworks must balance innovation and efficiency with the ethical imperatives of 

autonomy, non-maleficence, and justice. 
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Legal Responsibilities of Healthcare Providers 

EMR protection is not only about system security, it also depends on the legal duties of 

those who manage, process, and access medical data. Studies emphasize the lack of specific 

statutory obligations for doctors and hospital management teams to implement cybersecurity 

protocols J. Villalobos and N. Calvanese. (2021). Legal liability for data breaches is often 

unclear, especially when breaches occur due to third-party service providers or infrastructure 

weaknesses. 

In jurisdictions governed by GDPR or HIPAA, healthcare professionals are obligated 

to conduct impact assessments, maintain audit trails, and report security incidents. These 

measures help ensure accountability. However, in many countries -including Indonesia- 

regulatory ambiguity allows institutions to shift responsibility between IT vendors, hospital 

administrators, and individual practitioners. 

Academic discussions highlight the concept of “digital negligence” F. Pazarcıkcı, N. 

Karataş, and A. Kaya (2024) as an emerging area of tort law, where failure to implement 

standard cybersecurity measures could constitute professional misconduct or legal breach. This 

growing body of literature calls for legal doctrines that define duty of care in digital health 

settings. 

 

Cybercrime and Vulnerabilities in the Healthcare Sector 

The literature is increasingly recognizing cybercrime as one of the most critical threats 

to EMR systems S. Xu, J. Ning, Y. Li, Y. Zhang, G. Xu, (2021). Healthcare is now considered 

the second-most targeted sector for cybercrime, following finance. Multiple studies document 

cases of ransomware attacks that disabled hospital operations, exfiltrated health data, and 

extorted healthcare institutions. In Indonesia, systemic issues such as outdated software, lack 

of endpoint protection, and insufficient training make hospitals susceptible to infiltration. 

Researchers argue that existing laws are ill-equipped to address complex cybercrime 

scenarios M. S. Anker, S. Hadzibegovic, A. Lena, and W. Haverkamp. (2019). For example, 

the Electronic Information and Transactions Law (ITE) in Indonesia outlines general penalties 

for data misuse but does not establish technical standards for breach prevention or institutional 

accountability. This leads to a reactive rather than preventive legal culture. 

 

METHOD  

This study adopts a systematic literature review (SLR) methodology to examine how 

academic literature addresses the legal protection of electronic medical records (EMRs) in 

response to rising cybercrime threats. The review integrates both Scopus-indexed sources and 

broader academic discourse captured through Google Scholar. 

This review incorporates two key academic databases to ensure both depth and breadth 

in coverage. The Scopus database was chosen for its high-quality, peer-reviewed, and indexed 

sources that ensure academic rigor and international relevance R. Pranckutė (2021), Budiman 

(2023).  However, given the narrow results retrieved from Scopus—yielding only three specific 

conference papers focused on EMR cybersecurity—Google Scholar was also utilized to 

broaden the search scope. 

Google Scholar was selected due to its inclusivity and ability to capture grey literature, 

policy discussions, and emerging interdisciplinary work that may not yet be indexed in Scopus 

R. Pranckutė (2021). The citation-based selection ensures that the review includes articles 

recognized as influential or foundational in the evolving discourse on EMRs and cybercrime. 

The initial search was conducted using Publish or Perish software, filtered through the Scopus 

database, yielding three relevant studies focused on cybersecurity measures in EMRs. To 

broaden the scope, an extended search was performed using Google Scholar, which returned 
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over 200 potentially relevant documents. From these, the top 15 most cited articles were 

selected for in-depth analysis, based on citation count, relevance to legal and cybersecurity 

issues in EMRs, and their publication between 2018 and 2025. 

Articles were included if they addressed the intersection of EMRs and cybersecurity or 

cybercrime; contained legal, ethical, or policy analysis; were written in English or Bahasa 

Indonesia and were peer-reviewed journal articles, conference papers, or legal commentaries. 

A thematic content analysis was used to categorize and synthesize the literature. Each 

selected article was coded manually, and themes were developed inductively based on 

recurring topics across texts. Four dominant themes emerged and were used to structure the 

discussion section: 1). Legal and ethical convergence; 2). Institutional responsibility and 

liability; 3). Cybersecurity maturity and regulation; 4). International harmonization and local 

adaptation. 

This methodological design ensures that the review captures both global insights and 

context-specific challenges relevant to Indonesia’s evolving digital health landscape. 

 

RESULT AND DISCUSSION  

An additional search using Publish or Perish software with Scopus-indexed filters was 

conducted to identify recent conference proceedings and empirical studies discussing 

cybersecurity issues in electronic medical records. The search produced three relevant 

documents: 

 
Table 1. Articles From Scopus Database 

Number Authors Title Year Source 

1 Budiman Preventing Cyber Crime in 

Electronic Medical Records 

Using Encryption Data 

2023 1st International Conference on Technology, 

Engineering, and Computing Applications: 

Trends in Technology Development in the Era 

of Society 5.0, ICTECA 2023 

2 A.K. 

Sekar 

Emerging Cyber Security and 

Brute Force Attacks in 

Hospital Management 

Information Systems 

2023 2023 2nd International Conference on Smart 

Technologies for Smart Nation, SmartTechCon 

2023 

3 R. 

Sandhane 

Cyber Security Risk 

Assessment for Electronic 

Medical Records (EMRs) 

2024 4th International Conference on Innovative 

Practices in Technology and Management 

2024, ICIPTM 2024 

 

These studies illustrate the growing concern among computer scientists and systems 

engineers about the threat of cybercrime to electronic health data. However, while they offer 

important technological insights -such as the application of encryption Budiman (2023), brute-

force attack prevention A. K. Sekar. (2023), and cybersecurity risk models R. Sandhane (2024) 

-they largely overlook legal and ethical implications. This technological emphasis confirms the 

phenomenon and research gaps identified earlier: although threats to EMRs from cybercrime 

are well acknowledged in technical literature, there is still a lack of integration with legal 

scholarship, especially regarding the rights of patients and the responsibilities of healthcare 

providers. Consequently, these studies support the need for more interdisciplinary legal 

research that addresses the regulatory and institutional mechanisms required to ensure 

accountability, informed consent, and legal compliance in digital health systems. 

The results of a thematic content analysis based on a selection of 18 key documents—

three retrieved via Scopus-indexed search using Publish or Perish, and 15 top-cited articles 

from Google Scholar. These studies were analyzed using four main themes that emerged 

consistently across the literature. These themes serve as the framework for discussing the role 

of cybercrime in shaping the legal and policy landscape of EMRs. 
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Table 2. Articles From Google-Scholar Database 

Number Cites Authors Title Year Source 

1 1048 PSC MZ, R 

Sidi 

Professional Ethics and Health 

Law in the Digital Era and the 

Challenges of Patient Medical 

Data Protection In Electronic 

Medical Record System 

2025 International 

Conference on 

Artificial … 

2 216 A Herisasono Legal Liability of Health Care 

Facilities for Leakage of Patient 

Electronic Medical Records 

2025 Pena Justisia: Media 

Komunikasi dan Kajian 

… 

3 188 S Gupta, M 

Kapoor, SK 

Debnath 

Cybersecurity Risks and Threats in 

Healthcare 

2025 Artificial Intelligence-

Enabled Security … 

4 165 TM Anwar, JG 

Tambun, A 

Jaeni 

Juridical Analysis Of The Misuse 

Of Electronic Medical Records In 

The Perspective Of The Electronic 

Information And … 

2025 PRANATA HUKUM 

5 144 P Eappen, V 

Gunn, HS 

Brar… 

Capitalizing on the transformative 

role of AI and human capital to 

strengthen cybersecurity in 

healthcare 

2025 … Intelligence and 

Cyber … 

6 138 MF Rasyad, 

RL Lubis 

Hospital Patient Data Security 

Evaluation to Achieve SDGs 3.8. 1 

“Good Health and Wellbeing” 

2025 Enrichment: Journal of 

… 

7 106 R Sandhane, K 

Patil, AR 

Sharma 

Cyber Security Risk Assessment 

for Electronic Medical Records 

(EMRs) 

2024 2024 4th International 

… 

8 96 L Gates Cyber Attacks on Interoperable 

Electronic Health Records: A 

Clear and Present Danger 

2024 Missouri Medicine 

9 84 V Janarthanan, 

NV Nagrale, 

OG Singh, KV 

Raj… 

Legal and Ethical Issues 

Associated With Challenges in the 

Implementation of the Electronic 

Medical Record System and Its 

Current Laws in India 

2024 Cureus 

10 83 S Jain, P 

Ashok, S 

Prabhu 

Emerging Technologies for 

Cybersecurity in Healthcare: 

Evaluating Risks and 

Implementing Standards 

2024 2024 International 

Conference on … 

11 81 PC Yeh, KW 

Yeh, JL Huang 

Security Risk Assessment for 

Patient Portals of Hospitals: A 

Case Study of Taiwan 

2024 Risk Management and 

Healthcare … 

12 75 S Monteith, T 

Glenn, JR 

Geddes… 

Artificial intelligence and 

cybercrime: implications for 

individuals and the healthcare 

sector 

2024 The British Journal of 

… 

13 74 I Sukesti, E 

Sutrisno, SP 

Indraswari 

Legal Study Of Electronic Medical 

Records For The Protection Of 

Patient Rights 

2024 HERMENEUTIKA: 

Jurnal Ilmu … 

14 70 G Mittal, S 

Mittal 

Securing Healthcare 

Communication: Strategies for 

Email Security. 

2024 IUP Journal of 

Information 

Technology 

15 66 R Ibrahim, QA 

Al-Haija 

Blockchain Security Measures to 

Combat Cyber Crime 

2024 Cyber Security for 

Next-Generation … 
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Theme 1: Convergence Between Law and Ethics in EMR Governance 

Several studies emphasize that legal protection for EMRs cannot be separated from 

ethical concerns. PSC MZ and R Sidi (2025) argue that the digitalization of health records 

creates new ethical dilemmas related to patient autonomy and data confidentiality P. S. C. MZ 

and R. Sidi. (2025). They stress the importance of aligning ethical codes of professional 

conduct with enforceable legal instruments. This convergence is critical, especially when 

healthcare professionals act as both data stewards and moral agents. 

Other studies, such as those by Janarthanan et al. (2024), reinforce that EMR systems 

must ensure patient dignity and informed consent, even in a digital environment V. 

Janarthanan, N. V Nagrale, O. G. Singh, K. V Raj. (2024). This includes clearly communicating 

the risks of data sharing and the protocols for breach notifications. These findings highlight a 

shared responsibility between the legal system and professional health ethics to build trust in 

digital platforms. 

 

Theme 2: Institutional Liability and the Limits of Risk Transfer 

Legal liability for EMR breaches is a recurring concern across the literature. A. 

Herisasono (2025) explores how Indonesian hospitals may be held liable under civil and 

administrative law if patient data are leaked due to negligence A. Herisasono. (2025). The study 

calls for clearer mechanisms to determine institutional responsibility, particularly in public 

health facilities. 

Indonesia use the UU ITE as a basis for juridical analysis, arguing that legal provisions 

on digital evidence and data misuse require reform to accommodate health-specific contexts S. 

Gupta, M. Kapoor, and S. K. Debnath (2025). Many authors argue that third-party IT vendors, 

while often tasked with managing EMR infrastructure, should not become loopholes for 

escaping liability. Risk transfer through outsourcing does not eliminate the hospital’s 

fundamental duty to ensure data security. 

 

Theme 3: Cybersecurity Maturity and Regulatory Enforcement 

Several international contributions, analyze how systemic weaknesses in healthcare 

infrastructure expose EMRs to cybercrime S. Monteith, T. Glenn, J. R. Geddes. (2024), S. 

Gupta, M. Kapoor, and S. K. Debnath (2025). L. Gates. (2024). Their findings show that the 

maturity of a country’s cybersecurity landscape correlates directly with the strength of its EMR 

protection laws. 

Countries that integrate EMR protocols within their broader national cybersecurity 

strategies -like through the GDPR in the EU or HIPAA in the U.S.- have demonstrated better 

resilience. In contrast, studies on Indonesia, highlight the lack of digital readiness in achieving 

the SDGs related to health and wellbeing M. F. Rasyad and R. L. Lubis. (2025). Studies argue 

that healthcare institutions should adopt a “resilience-by-design” approach, including routine 

security audits, digital literacy training for health workers, and alignment of IT investment with 

legal risk assessments P. Eappen, V. Gunn, H. S. Brar (2025).  

 

Theme 4: Harmonization of Legal Norms and Localization Challenges 

Legal harmonization is a strong recommendation across the literature. Many authors 

advocate for aligning national laws with international standards such as GDPR and HIPAA.  

Indonesia must not only protect patient rights but also create interoperable frameworks that 

facilitate data exchange while maintaining legal safeguards I. Sukesti, E. Sutrisno, and S. P. 

Indraswari. (2024).  

However, localization challenges are significant. A  case study in Taiwan, note that 

imported standards often fail unless adapted to local institutional culture and regulatory 
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capacity P. C. Yeh, K. W. Yeh, and J. L. Huang. (2024). This is supported by Ibrahim and Al-

Haija (2024), who propose blockchain-based solutions that consider legal pluralism and local 

governance models R. Ibrahim and Q. A. Al-Haija. (2024). 

 

Cross-Cutting Insight: Technology Outpacing Law 

Across all themes, one meta-pattern stands out: the pace of technological innovation is 

outstripping the ability of legal frameworks to respond. Emerging technologies such as AI, 

blockchain, and predictive analytics are being deployed in EMRs without clear regulatory 

guidance . Study raise alarm about AI-generated decisions in healthcare that may impact legal 

accountability in the event of harm S. Monteith, T. Glenn, J. R. Geddes. (2024).  

This thematic analysis confirms that cybercrime is both a technical and legal threat to 

health systems, with ripple effects for patient trust, professional conduct, and institutional 

accountability. The convergence of themes reveals a fragmented legal environment that 

urgently needs integration. 

 

Implications for Indonesia and Similar Jurisdictions 

For countries like Indonesia, these findings point to several urgent priorities in 

strengthening the governance of electronic medical records. First, there is a need to enhance 

cross-sectoral coordination among key state institutions, including the Ministry of Health, the 

Ministry of Communication and Informatics, and the Financial Supervisory Agency, 

particularly in areas of cyber risk monitoring and regulatory oversight. Second, Indonesia must 

develop specific legal instruments governing EMRs, which are currently underregulated, and 

integrate these with the newly enacted Personal Data Protection Law to ensure consistency in 

enforcement and scope. Third, it is imperative to establish a regulatory body or authority 

focused on e-health governance, equipped with investigative and audit powers to oversee 

compliance, enforce sanctions, and provide accountability in cases of data breach or misuse. 

Lastly, to strengthen institutional preparedness, healthcare professionals should be equipped 

with continuous education on digital ethics and cybersecurity law, ensuring that they are not 

only technically literate but also legally aware of their roles as data stewards. 

The literature reviewed provides rich, multidimensional insights into the legal and 

ethical issues surrounding EMRs in the context of cybercrime. Four dominant themes -ethical-

legal convergence, institutional liability, regulatory readiness, and legal harmonization -offer a 

robust framework to understand the current state of protection and its shortcomings. Future 

research and policy development should emphasize these themes to construct a more 

accountable and legally resilient digital health environment. 

 

CONCLUSION 

The rapid digitization of healthcare, while bringing considerable efficiency gains, also 

introduces profound legal and ethical challenges -especially in the form of rising cybercrime 

threats. This literature review has illuminated the multifaceted risks and gaps associated with 

the management of Electronic Medical Records (EMRs), particularly from the standpoint of 

patients’ rights and the legal responsibilities of healthcare providers. 

Thematic content analysis of 18 selected studies reveals four major areas of concern. 

First, legal and ethical frameworks often operate in parallel without integration, weakening the 

enforceability of patient protections in digital contexts. Second, the question of institutional 

liability remains inconsistently defined, particularly in health systems that rely on outsourced 

IT solutions without clear lines of accountability. Third, cybersecurity maturity varies greatly 

by jurisdiction, affecting how well EMR laws are implemented and enforced. Fourth, despite 
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global efforts to harmonize standards (e.g., through GDPR and HIPAA), local adaptation is 

both essential and lacking in many developing contexts, including Indonesia. 

From these findings, it is evident that EMR protection in Indonesia and similar 

jurisdictions demands not just technological responses, but also legislative reform and 

institutional restructuring. The law must keep pace with evolving cyber threats, and must 

proactively define the scope of patient rights, consent mechanisms, data access controls, and 

breach notification obligations. 

In conclusion, safeguarding EMRs in the digital era is not solely a matter of data 

encryption or IT infrastructure- it is a question of legal resilience, institutional readiness, and 

ethical responsibility. The findings of this review underscore the need for an interdisciplinary 

and future-proof approach that bridges technology, law, and patient rights. Indonesia now 

stands at a critical juncture to lead in the development of inclusive, rights-based, and cyber-

secure digital health governance. 
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