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Abstract: The rapid development of the digital economy has accelerated the
commercialization of personal data in Indonesia and Malaysia, raising significant concerns
regarding cybersecurity and consumer protection. This study aims to analyze and compare
the legal frameworks governing data commercialization in both countries, particularly
Indonesia’s Personal Data Protection Law and Malaysia’s Personal Data Protection Act 2010.
Using a normative juridical and comparative approach, the study examines regulations related
to consent, transparency, consumer rights, and law enforcement. The findings indicate that
although both countries have established legal protections for personal data, major challenges
remain in implementation, supervision, and enforcement. Weak transparency, unclear consent
mechanisms, limited institutional oversight, and inadequate sanctions continue to create risks
of personal data misuse and privacy violations. Furthermore, the imbalance of power between
corporations and consumers often limits individuals’ control over their personal information.
This study concludes that stronger legal enforcement, improved transparency, enhanced
consumer awareness, and collaboration between governments, corporations, and society are
necessary to ensure effective consumer data protection and create a safer digital ecosystem in
Indonesia and Malaysia.

Keywords: Data Commercialization, Indonesia, Malaysia, Personal Data Protection.

INTRODUCTION

Indonesia, with its large digital population, stands as one of the key markets for the
growth of financial technology (fintech), which not only includes digital payment services
but also online lending and peer-to-peer (P2P) lending (Jange et al., 2024).

Data refers to information that can be collected, analyzed, and used for various
purposes, including business, research, and policymaking (Weley & Disemadi, 2022).
According to a report from Indonesia’s Ministry of Communication and Informatics
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(Komdigi), which recorded more than 1,000 data breaches in Indonesia in 2020, combined
with findings from CNBC Indonesia indicating that approximately 10%-15% of data
breaches were caused by negligence and outdated systems, as well as Surfshark data
estimating that Indonesia contributes around 5%-10% of global data breaches, it is projected
that data breaches in Indonesia may increase by approximately 10%—-15% in 2024 and 2025
without significant improvements in data security systems (Wibowo et al, 2024). In the
context of personal data protection, the 1945 Constitution of the Republic of Indonesia (The
1945 Constitution) provides a constitutional foundation recognizing every citizen’s right to
the protection of their personal data. Article 28G of the Constitution affirms that every
individual has the right to personal protection, protection of family, honor, dignity, and
property, as well as the right to feel secure from threats that undermine their fundamental
rights (Wijaya & Gusliana, 2024). This constitutional guarantee also encompasses the
protection of personal data utilized for both commercial and governmental purposes (Novri et
al., 2023).

Cases of data commercialization in Indonesia and Malaysia reflect rapidly evolving
challenges and opportunities in the digital era. In Indonesia, data breaches have become a
major concern, with CNBC Indonesia reporting that many incidents are caused by technical
failures and human negligence, resulting in improper data management and unauthorized use
of leaked information. In this regard, Indonesia’s Personal Data Protection Law (PDP Law),
particularly Article 28, serves as the legal foundation for safeguarding individual privacy
rights and regulating the protection of personal data (Prasteyoningsih et al, 2024).
Meanwhile, in Malaysia, data mining has emerged as a significant issue because, although it
is not inherently illegal, it may violate the law when personal data is collected and analyzed
without adequate consent, particularly in the context of non-transparent data
commercialization practices. This matter is regulated under Malaysia’s Personal Data
Protection Act (PDPA), specifically Section 6, which requires personal data to be collected
with the consent of the individual concerned. On the other hand, Malaysia’s data center
market is projected to reach US$4.04 billion in 2024 and exceed US$13.5 billion by 2030,
supported by substantial investments from North American hyperscaler companies
amounting to US$23.3 billion in 2024. This development demonstrates the rapid growth of
digital infrastructure that facilitates large-scale data management and accelerates data
commercialization in Malaysia (Kanojia & Zahra, 2025).

Several previous studies provide an important foundation for understanding issues
related to personal data protection and relevant legal regulations. Severius Waruwu et al.
(2022) analyzed the importance of harmonizing trade secret law and personal data protection
law in Indonesia by positioning personal data as business information requiring dual
protection, while emphasizing the need for an integrated legal framework to ensure legal
certainty and safeguard both individual rights and corporate interests (Waruwu & Siswoyo,
2024). Furthermore, Rahmat Shodiq et al. (2022) proposed a civil law construction
recognizing personal data as an object of property rights in commercial transactions by
introducing a personal data protection model based on property law principles, aimed at
providing greater legal certainty and addressing the imbalance of power between individuals
and digital business actors in Indonesia (Rahmat et al., 2022).

Furthermore, Iwan Setiawan et al. (2022) criticized the practices of unauthorized
airtime deduction and spam messages in Indonesia’s telecommunications industry, arguing
that automatic service registration without consent constitutes an abuse of circumstances,
while spam messages represent unlawful processing of personal data (Kurnia et al., 2022).
The study emphasized that mobile operators should bear strict liability for failures in data
security systems and financial losses suffered by consumers, in accordance with Law Number
8 of 1999 concerning Consumer Protection and the PDP LAW. In addition, the study
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conducted by Annisa Khoerotun Zahro et al. (2022) is also relevant, as it examined the ethics
of endorsement practices by digital influencers on TikTok and identified the prevalence of
“hidden advertising” without clear disclosure due to weaknesses in the Indonesian
Advertising Ethics regulations (EPI) (Zahro et al., 2025). The study recommended policy
reformulation through explicit disclosure obligations, independent supervision, and industry
education to establish a more transparent and ethical digital communication ecosystem.
Collectively, these studies provide comprehensive insights into the challenges of regulating
personal data protection and highlight the urgent need for a more transparent and effective
legal framework in Indonesia.

The novelty of this study lies in its comparative analysis of Indonesia and Malaysia
regarding data commercialization and cybersecurity law and policy. This research examines
two primary research questions: first, how data commercialization is regulated in Indonesia
and Malaysia; and second, how consumer protection is ensured through data
commercialization practices in both countries. Unlike previous studies that primarily focused
on personal data protection and ethical issues within the digital industry, this study explores
how both countries regulate data commercialization within a broader legal framework and
examines its impact on consumers. In addition, this study evaluates the effectiveness of
existing policies in providing consumer protection, particularly in terms of transparency, data
security, and data access rights. The main objective of this research is to analyze and compare
the regulatory frameworks governing data commercialization in Indonesia and Malaysia,
while also assessing how these policies can effectively protect consumers in the digital
economy era.

METHOD

The theoretical significance of this study lies in enriching the existing literature on data
commercialization, consumer protection, and cybersecurity policy, particularly in Indonesia
and Malaysia, while also providing a deeper understanding of how both countries regulate
data commercialization in the digital era (Disemadi, 2021). This study further contributes to
the development of legal theories concerning the relationship between data
commercialization and consumer protection, an area that has not been comprehensively
explored in previous research (Tan, 2021). Through a comparative analysis of Indonesia and
Malaysia, this study is expected to offer new insights into cyber law and policy that are
relevant to the rapid development of the digital economy. From a practical perspective, this
research is expected to serve as a reference for policymakers and regulators in formulating
more holistic and comprehensive policies governing data commercialization and consumer
protection. The findings of this study may assist the governments of Indonesia and Malaysia
in dewveloping regulations that are more adaptive to the digital economy, strengthening
personal data protection, and creating a safer and more transparent digital ecosystem for
consumers. The contribution of this research lies in offering a new perspective that
holistically connects data commercialization, cybersecurity policy, and consumer protection
within a broader legal and regulatory framework.

RESULTS AND DISCUSSION
Data Commercialization Regulations in Indonesia and M alaysia

Data commercialization has become a crucial issue in the digital era, as data is now
considered a valuable asset traded across various sectors, including marketing, advertising,
and product development. In Indonesia and Malaysia, data commercialization plays a
significant role in supporting the growth of the digital economy, with many companies
relying on consumers’ personal data as part of therr business strategies (Disemadi, 2021).
Both countries face significant challenges in regulating the use and protection of personal
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data. The massive collection and distribution of data have increased the risks of misuse and
violations of consumer privacy, often without users’ awareness (Tan, 2021). Indonesia has
enacted the PDP LAW, while Malaysia regulates personal data protection through the
Personal Data Protection Act (PDPA); however, the supervision and enforcement of these
regulations remain weak (Farhan et al., 2022). Many companies have yet to fully comply
with personal data protection regulations, while consumers are often not provided with
sufficient transparency regarding how their data is collected, processed, and utilized. Stronger
policies and more effective supervisory mechanisms are therefore required to ensure that data
commercialization prioritizes privacy rights and consumer protection while simultaneously
supporting sustainable digital economic growth in both countries (Kusnadi, 2021).

Meanwhile, in Malaysia, data commercialization is regulated under the Personal Data
Protection Act (PDPA), enacted in 2010. The PDPA provides a stronger legal foundation
governing the collection, use, and disclosure of personal data by organizations and
corporations. The regulation requires companies to obtain explicit consent from individuals
before collecting and processing their personal data (Kanojia & Zahra, 2025). Although the
PDPA establishes clear principles regarding personal data management, several shortcomings
remain in its implementation. One major issue is the weak supervision of large corporations
engaged in large-scale data collection activities. Insufficient owversight has resulted in non-
compliance with regulatory obligations and increased risks of personal data misuse, thereby
weakening consumer protection. Furthermore, although companies are obligated to report
data breaches, the existing sanction mechanisms are often considered inadequate in creating a
sufficient deterrent effect against violations (Chong et al., 2024).

Both Indonesia and Malaysia also face challenges in regulating how personal data
obtained from consumers may be traded or utilized for commercial purposes without
violating individual privacy rights (Syailendra et al., 2024). The use of data for targeted
advertising and market analysis is often conducted without the explicit consent of consumers,
potentially infringing upon their privacy rights. This situation raises concerns regarding the
extent to which corporations may exploit personal data for commercial gain without
providing consumers with adequate control over their information. In Indonesia, although the
PDP LAW requires explicit consent, many companies still lack transparency in the methods
by which they collect and process personal data (Fachri & Dewi, 2024). Similarly, in
Malaysia, although the PDPA regulates data collection based on consumer consent, its
practical implementation remains insufficiently strict, resulting in the frequent use of
consumer data for commercial purposes without clear notification. Such practices raise
critical questions regarding the adequacy of personal data protection and whether consumers
genuinely possess meaningful control over their personal information (Wiraguna, 2025).

Table 1. Comparison of Indonesia and Malaysia Legal Framework

Aspect Indonesia Malaysia
Main Legal PDP LAW and regulations related to PDPA 2010, particularly Section 6
Framework electronic transactions, particularly Article 4 concerning consent requirements for

and Article 20 of the PDP LAW concerning
personal data rights and consent for data
processing

personal data processing

Regulatory Focus

Personal data protection, consent for data
processing, rights of data subjects, and
obligations of data controllers as regulated
under Articles 4-16 and Atrticle 20 of the PDP
LAW

Collection, use, disclosure, and storage
of personal data by commercial
organizations under Sections 6, 7, and
8 of the PDPA

Data
Commercialization

Not specifically regulated as a separate legal
regime, but limited through principles of
consent, transparency, and purpose limitation

Regulated within the scope of personal
data usage by the commercial sector,
primarily  through  consent  and
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in data processing under Articles 20, 21, and
65 of the PDP LAW

notification principles under Sections 6
and 7 of the PDPA

Consumer Consent

The use of data for commercial purposes must
be based on valid and explicit consent from
the data owner under Article 20 of the PDP
LAW

The use of personal data for
commercial purposes requires consent
from the data subject under Section 6
of the PDPA

Transparency in

Companies are required to explain the purpose

The PDPA requires notification

Data Usage of data collection and usage under Articles 21 regarding the purpose of data usage
and 22 of the PDP LAW, although under Section 7 of the PDPA, but
implementation often lacks transparency supervision of commercial practices

remains a challenge

Use in Digital Frequently used for targeted advertising, Used for marketing and digital

Marketing market analysis, and service personalization, advertising, although regulatory gaps

but vulnerable to misuse without explicit
consent as prohibited under Article 65 of the
PDP LAW

in overseeing corporate data usage still
exist under Sections 43 and 129 of the
PDPA

Consumer Rights

Consumers have the right to know, access,
correct, and withdraw consent regarding the
use of their personal data under Articles 5, 6,
7, and 8 of the PDP LAW

Consumers have the right to access,
correct, and object to the use of data
for certain marketing purposes under
Sections 30, 34, and 43 of the PDPA

Source: Author’s analysis

In the regulation of data commercialization, there remains significant ambiguity
regarding who holds the authority to control data generated by users. In Indonesia, although
the PDP LAW provides legal rights concerning personal data protection, issues such as
explicit authorization for data sharing and transparency in data usage remain highly debated
(Batubara et al, 2025). Consumers are often not provided with sufficient information
regarding how their data will be processed or shared with third parties, limiting their ability to
make informed decisions concerning their personal information. This situation raises
concerns regarding the effectiveness of existing regulations in providing substantive
consumer protection. Although the PDP LAW requires companies to obtain consumer
consent before processing personal data, in practice, clear and transparent consent
mechanisms are still inadequately implemented. Furthermore, companies collecting and
utilizing personal data frequently fail to transparently explain the purposes of data usage and
the potential risks faced by consumers. Such ambiguity increases the risk of personal data
misuse, ultimately undermining consumer privacy rights and weakening the effectiveness of
personal data protection as regulated under the PDP LAW (Ramadhan, 2025).

In Malaysia the PDPA places greater emphasis on personal data control through
fundamental principles governing the collection, use, and disclosure of data. The PDPA
provides a clear legal framework regarding how personal data should be protected and
establishes corporate obligations to obtain consumer consent prior to collecting personal
information (Prasetyo et al., 2025). However, despite covering many essential aspects of
personal data management, regulations concerning data commercialization, particularly in
relation to digital advertising and online marketing, remain insufficiently strengthened. The
use of personal data for digital marketing purposes is often conducted without adequate
oversight, while companies frequently lack transparency regarding how personal information
is utilized to target consumers through advertising. Furthermore, although the PDPA
regulates the disclosure of personal data usage, supervision over corporations involved in
digital marketing and advertising activities remains limited, thereby increasing the potential
risk of data misuse and weakening consumer protection (Kurniawan etal., 2024).

One of the primary challenges in regulating data commercialization in both countries is
the weakness of law enforcement mechanisms. In Indonesia, although regulations concerning
electronic transactions and personal data protection have been enacted, their implementation
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remains limited. While the PDP LAW recognizes consumer rights in relation to personal data
protection, supervision and enforcement of these regulations remain weak, particularly within
the commercial sector. This has resulted in numerous violations occurring without strict
sanctions, including the collection of data without explicit consent and the non-transparent
use of personal information. Consequently, consumers often feel inadequately protected and
gradually lose trust in how corporations manage their personal data. Such legal uncertainty
further exacerbates the issue, as consumers lack a sense of security regarding the commercial
use of their personal information. Similarly, in Malaysia, although the PDPA provides a legal
framework for personal data protection, weak oversight and insufficient enforcement of
sanctions have contributed to comparable issues, thereby reducing the effectiveness of the
regulation in ensuring adequate consumer protection (Shahidan, 2025).

Data commercialization also has significant implications for consumers, particularly
regarding privacy rights. In Indonesia, although the PDP LAW grants individuals the right to
control their personal data, the implementation of these rights remains far from optimal
(Tania & Disemadi, 2024). Many consumers still lack a comprehensive understanding of how
their data is collected, processed, and shared by corporations. The lack of transparency in
these processes makes it difficult for consumers to effectively safeguard their rights.
Furthermore, many companies fail to provide clear and sufficient information regarding the
use of personal data, which further worsens consumer wvulnerability. This situation contributes
to limited public awareness concerning the potential risks associated with personal data
misuse. Although the PDP LAW provides consumers with rights to access, correct, and delete
their personal data, the practical implementation of these mechanisms remains limited,
preventing consumers from fully exercising their rights. Therefore, more systematic and
stringent measures are required to educate consumers and enhance corporate transparency in
personal data management (Othman etal., 2021).

Personal data protection has become a central issue in the regulation of data
commercialization. In Indonesia, although the PDP LAW provides a legal basis for protecting
personal data, protection within commercial transactions remains insufficiently addressed
within the existing regulatory framework (Zaki et al., 2023). Many companies collect
personal data for marketing and advertising purposes without providing consumers with
adequate information regarding how such data will be processed or shared. These practices
are frequently conducted without the explicit consent of consumers, leaving individuals
without meaningful control over their personal information. The lack of clarity in personal
data management creates significant risks for consumers, as their data may be misused or
commercially exploited without a clear understanding of the potential consequences. This
situation highlights shortcomings in the implementation of the PDP LAW, which should
provide more effective safeguards for personal data commercialization while strengthening
corporate obligations to ensure transparency in consumer data management (Suhaimi et al.,
2022).

In Malaysia although the PDPA establishes a legal framework for personal data
protection, regulatory gaps still allow the misuse of personal information for commercial
purposes. Many companies obtain consumers’ personal data without clear consent or without
providing adequate options for individuals to control how their information is utilized. This
creates uncertainty for consumers regarding the use of their personal data, particularly in
digital marketing and targeted advertising sectors. Although the PDPA requires companies to
obtain consumer consent before collecting and processing personal data, the implementation
of this principle is often insufficiently transparent and not clearly communicated to
consumers. Without adequate mechanisms ensuring full consumer control over personal
information, the potential for data misuse becomes significantly greater (Mudaa et al., 2021).
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Consumer Data Protection within the Legal Politics of Cybersecurity and Data
Commercialization in Indonesia and Malaysia

Data commercialization in both countries is also closely connected to digital
advertising, where companies utilize personal data to target consumers more specifically and
strategically. In Indonesia, data-driven advertising frequently involves non-transparent
practices, such as collecting user data through applications or websites without obtaining
explicit consumer consent. Many consumers remain unaware that their personal information
is being utilized for marketing purposes, as companies often fail to provide clear explanations
regarding how such data is collected, processed, and exploited commercially. These practices
raise serious concerns regarding the extent to which consumers can exercise control over
their personal information in digital advertising ecosystems and whether adequate protection
is provided against the commercial use of their data. The lack of transparency in the
collection and utilization of personal data not only undermines consumer trust in corporations
and digital platforms but also increases the risk of significant privacy violations and misuse
of personal information (Prastyanti & Sharma, 2024).

Consumer data protection within the framework of cybersecurity law and data
commercialization in Indonesia and Malaysia has become a major concern alongside the
increasing use of personal data for commercial purposes. The collection, use, and distribution
of personal data by various entities may create negative consequences for consumers,
particularly when such data is misused or exposed without clear consent. These practices
have the potential to undermine individual privacy rights, reduce consumer trust in
corporations, and generate financial losses. In this regard, adequate personal data protection
Is essential to ensure that consumers maintain control over their information and are able to
safeguard their privacy rights. As rapidly growing digital economies, both Indonesia and
Malaysia face significant challenges in regulating how personal data is collected, processed,
and protected, particularly within commercial sectors that heavily rely on data for marketing,
advertising, and market analysis purposes (Rizal et al., 2024).

In Indonesia, consumer data protection is regulated under the PDP LAW enacted in
2022. The law grants consumers rights to control their personal data, including the rights to
access, obtain information about, and delete data stored by corporations. Furthermore, the
PDP LAW requires companies to obtain explicit consumer consent before utilizing personal
data for commercial purposes, such as marketing and advertising. Although this regulation
provides a stronger legal foundation for protecting consumer privacy rights, effective
supervision and implementation remain significant challenges. Many companies still fail to
fully comply with existing provisions, particularly regarding transparency in data processing
and the establishment of clear consent mechanisms. In addition, the supervisory capacities of
relevant institutions, such as the Komdigi and the National Cyber and Crypto Agency
(BSSN), remain limited, resulting in many violations of personal data protection regulations
not being followed by adequate sanctions. This situation raises concerns regarding the
effectiveness of the PDP LAW in providing optimal consumer protection in Indonesia.

Meanwhile, in Malaysia, the PDPA serves as the primary legal framework for personal
data protection. The PDPA provides clear safeguards for consumers, including the rights to
access, correct, and delete their personal data, as well as the right to refuse the use of their
data for marketing or advertising purposes. The regulation also establishes corporate
obligations to obtain explicit consent before collecting and processing consumers’ personal
information. Although the PDPA provides a strong legal framework, weak supervision often
reduces its effectiveness in protecting consumers. Many companies fail to comply with
existing provisions, particularly by lacking transparency in explaining the purposes of data
usage or by failing to provide clear mechanisms enabling consumers to control the use of
their personal information. Furthermore, although the PDPA includes administrative
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sanctions,

inconsistent legal enforcement and the lack of independent oversight further

weaken the effectiveness of personal data protection. As a result, consumers remain
wvulnerable to personal data misuse, ultimately reducing public trust in corporate data
management practices.

Table 2. Consumer Protection Between Indonesia & Malaysia

Aspect of
Consumer Data
Protection

Indonesia

Malaysia

Consumer Rights
over Personal Data

Under Articles 5-8 of the PDP Law,
consumers have the right to access,
correct, update, delete, and withdraw
consent regarding their personal data.

Under Sections 30, 34, and 43 of the PDPA,
consumers have the right to access and
correct personal dataand to refuse the use of
their data for direct marketing purposes.

Consentand
Consumer Control

Article 20 of the PDP Law requires
companies to obtain explicit and
informed consent before processing
personal data.

Section 6 of the PDPA requires
organizations to obtain consumer consent
before collecting or processing personal
data.

Transparency in
Data Processing

Under Articles 21-22 of the PDP Law,
companies are obligated to provide clear
information regarding data collection,
processing purposes, storage, and sharing
with third parties.

Section 7 of the PDPA requires
organizations to notify consumers about the
purpose of data collection and processing,
although many digital platforms still provide
insufficient disclosure.

Protection Against
Misuse of
Consumer Data

The PDP Law prohibits unlawful
disclosure, use,and transfer of personal
data without consumer consent.

The PDPA prohibits the misuse and
unauthorized disclosure of personal data by
commercial organizations.

Law Enforcement
and Consumer
Protection
Challenges

Consumer protection remains limited due
to weak supervision by authorities such
as Komdigi and BSSN, low public
awareness, frequent data breaches, and
inconsistent sanctions against
corporations.

Enforcement by the Personal Data Protection
Department (PDPD) faces challenges such
as weak monitoring, limited transparency in
corporate practices, and inconsistent
enforcement against personal data violations.

Source: Author’s Analysis

Regulatory ambiguity also affects the implementation of explicit consent mechanisms.

In Indonesia, although the PDP LAW requires companies to obtain consumer consent before
processing personal data, consent procedures are often conducted in a non-transparent
manner or through standard contractual clauses that do not provide consumers with clear
choices. Many companies merely include consent provisions within lengthy and complex
terms and conditions that are difficult for consumers to understand. In some cases, consumers
are not provided with sufficient options to refuse or determine how their data will be used.
This situation creates uncertainty regarding consumer rights and the use of personal data,
thereby weakening the protection intended under the PDP LAW. Because consent is
frequently treated as part of an automatic process without granting consumers full control, the
regulation is unable to provide adequate protection. Strengthening consumer protection,
therefore, requires corporations to adopt greater transparency regarding the purposes and use
of personal data while ensuring that consumer consent is explicit, informed, and -easily
understood.

In Malaysia, although the PDPA requires companies to obtain consumer consent before
collecting personal data, the implementation of transparency principles remains problematic.
Certain companies continue to collect data covertly, without providing clear or sufficient
information regarding how personal data will be utilized for commercial purposes. Such
practices commonly occur on digital applications, websites, and online platforms, where
consumer data is collected without adequate disclosure or without providing clear options for
consent. Moreover, many corporations fail to adequately inform consumers about potential
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risks or the use of personal data for marketing and market analysis purposes. This lack of
transparency diminishes consumers’ ability to make informed decisions regarding their
personal information and reduces trust in companies involved in data collection activities. To
strengthen consumer protection, companies in Malaysia must ensure that consent
mechanisms are implemented in a clear, explicit, and transparent manner while also
providing consumers with adequate access to understand and control the use of their personal
data.

Furthermore, consumer data protection in both countries is also influenced by the
imbalance of power between consumers and large corporations that collect and control
personal data. Many consumers lack sufficient understanding of their rights concerning
personal information, making it difficult for them to adequately protect their data. The limited
level of public education regarding personal data protection increases consumer wvulnerability
to non-transparent practices and potential data misuse by corporations. In addition, large
corporations often possess greater power in collecting and utilizing personal data, while
consumers exercise only minimal control over how their information is processed (Fatmawati
et al., 2025). This imbalance is further aggravated by the fact that most consumers do not
read or fully understand the terms and conditions attached to digital services, which
frequently contain clauses permitting extensive data collection without offering meaningful
alternatives to refuse consent. Addressing this issue requires stronger efforts to increase
consumer awareness regarding personal data rights, as well as stricter regulations ensuring
that consumers possess greater control over their information and receive more effective
protection against data misuse (Rahardjo et al., 2025).

One of the most important aspects of consumer data protection is supervision and law
enforcement. In Indonesia, although the PDP LAW imposes obligations to protect personal
data, its implementation remains limited. Oversight of violations committed by corporations
is often insufficiently strong, resulting in numerous data breaches occurring without adequate
sanctions. Institutions responsible for supervision and law enforcement, such as Komdigi,
frequently encounter challenges in conducting comprehensive oversight, particularly over
large corporations engaged in large-scale data collection activities. Furthermore, slow
reporting mechanisms and delayed legal enforcement create the perception among companies
that violations carry no immediate consequences. This situation weakens the effectiveness of
personal data protection in Indonesia and reduces consumer trust in the existing legal system.
Strengthening supervisory capacity, implementing stricter sanctions, and ensuring faster and
more transparent law enforcement are therefore essential to hold corporations accountable for
the management of consumers’ personal data.

Complaint mechanisms also constitute an important element of consumer data
protection. In Indonesia, although consumers are able to submit complaints regarding data
violations, the complaint process remains relatively complicated and insufficiently
responsive. Many consumers experience difficulties in accessing complaint services or
obtaining prompt responses from authorities (Kumar, 2024). In addition, the lack of
transparency in complaint handling procedures contributes to consumer dissatisfaction. In
Malaysia, although a more structured complaint system exists through the Personal Data
Protection Department (Jabatan PDP), its effectiveness remains limited due to weaknesses in
supervision and uncertainty regarding sanctions for violations. Unclear complaint procedures
and slow responses from relevant authorities frequently cause consumers to feel inadequately
protected. Moreover, despite the existence of complaint mechanisms, weak legal enforcement
against data violations discourages many corporations from improving their data protection
policies and practices (Anjawai et al., 2022).

To improve consumer data protection, consumer education regarding their rights is
essential. In both Indonesia and Malaysia, many consumers still lack a comprehensive
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understanding of their rights related to personal data management, including the rights to
access, correct, and delete their personal information. This limited understanding makes it
difficult for consumers to effectively protect their personal information and increases their
wulnerability to data misuse by corporations (Marune & Hartanto, 2021). Therefore,
educational programs aimed at increasing awareness of personal data protection are crucial in
empowering consumers to make more informed decisions regarding their data. Such
education may include information on how data is collected, processed, and protected, while
also providing a clearer understanding of consumers’ rights in managing their personal
information. Through comprehensive educational initiatives, consumers will become better
prepared to safeguard their data and make more informed decisions regarding consent for
personal data usage, which may ultimately strengthen public trust in personal data protection
systems in Indonesia and Malaysia (Arifin etal., 2021).

In addition, collaboration between governments, corporations, and society is essential
to strengthen consumer data protection. Governments must cooperate with the private sector
and the public to ensure that regulations concerning personal data management are effectively
implemented and that consumers are granted clear rights to control their data. Such
collaboration may involve the development of more inclusive policies that accommodate the
interests of various stakeholders while ensuring that corporations comply with strict data
protection standards. Governments must also play an active role in educating the public
regarding the importance of protecting personal data, while corporations should be held
accountable for transparency in the collection and use of consumer information. Society, as
digital users, must also be empowered to better understand their rights and how to protect
their personal information. Strong cooperation among these stakeholders can contribute to the
creation of a safer and more transparent ecosystem for personal data management, thereby
improving consumer protection and strengthening public trust in data security systems in
Indonesia and Malaysia (Judijanto et al., 2024).

Ovwerall, consumer data protection within the framework of cybersecurity law and data
commercialization in Indonesia and Malaysia requires comprehensive improvements in
regulation, supervision, education, and law enforcement (Weley & Romadona, 2026). Both
countries must adopt stricter and more transparent policies that not only protect consumers’
personal data but also ensure that corporations comply with existing regulations responsibly.
Furthermore, strengthening independent and efficient supervisory mechanisms is essential to
ensure the proper implementation of regulations. Consumers should also receive deeper
education regarding their rights in managing personal data in order to make more informed
decisions. Stronger law enforcement against personal data violations, accompanied by clear
and fair sanctions, will enhance consumer trust and improve overall personal data protection.
Through these measures, Indonesia and Malaysia can establish a safer, fairer, and more
transparent digital ecosystem while providing consumers with greater security in facing the
challenges of data commercialization in the digital era.

CONCLUSION

Data commercialization within the framework of cybersecurity law and policy in
Indonesia and Malaysia faces significant challenges, despite both countries having adopted
personal data protection regulations, namely the PDP LAW in Indonesia and the PDPA in
Malaysia. Weak supervision, ambiguity regarding explicit consent mechanisms, and the lack
of transparency in the commercial use of personal data remain major issues in ensuring
effective personal data protection. Furthermore, the imbalance of power between consumers
and corporations controlling personal data often leaves consumers without adequate control
over their personal information, thereby increasing public distrust toward corporate data
management practices.
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To strengthen consumer protection and establish a secure digital ecosystem, Indonesia
and Malaysia must improve policies related to data commercialization by enhancing
supervision and enforcing stricter legal sanctions against violations. In addition, both
countries need to increase consumer awareness regarding their rights over personal data and
improve transparency in the use of data for commercial purposes. These measures are
essential to ensuring more effective personal data protection, granting consumers greater
control over their information, and creating a fairer and safer digital environment for all
stakeholders involved.
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